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9-TM NOPTOBLIN NONHOCTLIO YNPaBNAeMbI MOAYNbHbIN
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lMonHocTblo ynpaBnsieMbln MoaynbHbI Ethernet kommyTaTop
RuggedSwitch RSG2200 pa3paboTaH Anst HageXxHon paboTbl B
XKECTKUX SKCMNNyaTaLUMOHHbIX YCNOBUAX Ha 3NEKTPONOACTaHUUAX
1 NPOMBILLUIIEHHBIX NPEANPUATUAX, T4e NPUCYTCTBYIOT CUMbHbIE
ANeKTpoMarHUTHbIe n3nydeHus. CBepxnpovyHas KOHCTPYKLMS
RSG2200 coBMecTHO ¢ onepaLuoHHoli cucteMoin ROS®
obecneyYmBaloT BbICOKYHO HaAeXHOCTb, MepeaoByto cucTeMy
UHOpMaLMoHHON 6e3onacHoCcTu 1 boraTyo ceTeByto
PYHKUMOHANBHOCTb, Aenas 3TOT KOMMYTaTop MaearnbHbIM A5
co3gaHusa M'rabuTHbIX ceTen u coeanHEHNs OpYrnX
KOMMYyTaTopoB MMrabuTHON MarncTpanbio Ans BaXKHbIX
NPUITOXEHWIA.

> & W W 7\_
F“1 .

2 RUGGEDCOM*

DUSTRIAL STRENGTH NE

Pa6oTa B HeGnaronpusiTHbIX yCNOBUAX OKpYyKatolen cpeabl

m TexHonorusa Zero-Packet-Loss™

m CootBetctByeT IEEE 1613 (3nektpuyeckune noactaHumu) Class 1
Ana medHbix unu Class 2 gns onTM4ecknx nopTos

m [1peBocxoaunT IEC 61850-3 (OnekTpuyeckme noagctaHLmm)

m [TpeBocxoauT IEEE 61800-3 (npuBoabl C perynupyemMoin
CKOPOCTbH0)

m [TpeBocxoauT IEC 61000-6-2 (NpOMBILLNEHHOCTb)

m [TpeBocxoant NEMA TS-2 (ynpasneHne 4OPOXHbIM ABUXEHUEM)

m Pabouyas Temneparypa: ot -40°C go +85°C (6e3 BeHTUNATOpA)

m KOH(OpMHOE NoKpbITUE NevaTHON nnaTthl (OMLMOHAaNbLHO)

m Kopnyc 13 oLuMHKOBaHHOW cTanu TonwuHon 1,3 Mm.

MopaynbHocTb RSG2200 obecneunBaeTt rubkoe kombrnHnposaHne m CeptudmumposaH Ans B3pbisoonacHsbix 30H Class 1 Division 2

ontnyecknx 1000BaseX n megHbix 10/100/1000BaseTX nopToB.
Moppepkka pa3nuyHbIX TUNOB MHTEPAENCOB A1151 ONTOBOMOKHA
(SFP,GBIC, LC, SC) 6e3 notepu nrnoTHOCTV NOPTOB Aenaet
RSG2200 o4eHb rmbkum n yHnBepcarnbHbiM. RSG2200 umeet
MPOYHBIN KOPMNYC U3 OLMHKOBaAHHOM cTanu Ana MmoHTaxa Ha DIN-

pewiky unu B 19 "CTOMKy.
Ethernet nopTbl

m [10 9-T1 rrabuTHeix Ethernet nopToB ons meau n/vnm ontukn

m [1o 9-Tn 100FX ontnyeckux Fast Ethernet noptos

m Moaynu ¢ 2-9 noptamum garoLume 60nbLyto rmMoKoCcTb

m [logaepkka pas3nuyHbiX TUMOB ONTOBOSOKHA (MHOrOMOA0BOE,
O[HOMOL0BOE, ABYHaMNpaBfieHHOE N0 OAHOMY BOJIOKHY)

m HeGnokmpyemas kommyTauus ¢ 6ydepusaumeri nakeTos.

m [lanbHOCTb paboTbl rMrabutHom ontukm 4o 70 km

m PasnunyHble Tunel coegmHutenein (LC, SC, SFP, GBIC)

MHdopmaunoHHas 6e3onacHOCTb:

m MHOroypoBHeBbIe Nornb3oBaTeNbCKME Naponu

m SSH/SSL wncpposaHue

m Bkn./Bbikn. nopToB, orpaHnyeHune goctyna no MAC agpecy

m OrpaHnyeHne gocTyna K ceTn Ha KOHKpeTHoM nopTy (802.1x)
m M3onaums v 3awmTa Tpacduka B VLAN-ax (802.1Q )

m LieHTpanun3oBaHHas naponbHasa 3awuta Ha RADIUS

m SNMP v3 ¢ wudpaumen n ngeHTMdmnkaumen nonb3osartenen

http://iadt.siemens.ru/

XapaKTepucTUKn onepaumoHHon cuctembl ROS®

m "plug and play" - aBTomaTu4eckoe corrnacoBaHe CKOpOCTU
aynnekca u Tuna kabensi

m MSTP 802.1Q-2005 (paHee n3BecTHO Kak 802.1s)

m PesepBupoBaHune RSTP (802.1w) n eRSTP™ ¢ BpemeHeMm
BOCCTaHOBNEHUS MeHee 5 mc

m QoS(802.1p) paboTa C NPUMOXEHUAMM pearnbHOro BpeMeHu

m VLAN (802.1Q) ¢ aBoviHOM MapkupoBkon 1 nopgaepxkon GVRP

m O6beauHeHe HeCKONMbKUX pM3NYECKUX KaHanoB B OOUH
normnyeckumii (802.3ad)

m dunbTpauns Tpaduka rpynnosbix paccebinok IGMP Snooping

m OrpaHmnyeHne CKOpoCTU Ha NopTax ¥ NoAaaBrneHne
LUMPOKOBELLATENbHOrO LWTopMa

m KoHdurypaums nopTtos, ctaTyc, CTaTUCTMKA, 3epKanupoBaHue,
6e3onacHocTb

m CuHxpoHusaums speMeHn SNTP (knueHT n cepep)

m VIHTerpauums B cuctembl asTomaTtusauum (Modbus u 1.4.)

YnpaBneHue U MOHUTOPUHT

m Ynpaenexve Yyepe3d WEB, CLI Ha koHconu 1 yepe3 Telnet

m SNMP viiv2/v3

m [JMCTaHUNOHHbBI MOHUTOPUHT (RMON)

m boraThin Habop cpeaCcTB AUArHOCTUKM C XKypHanamu cobbiTuii u ¢
OMNoBELLEHMAMN

AnekTponuTtaHue

m VIHTerpupoBaHHbIvi Bl ¢ pesepBrpoBaHnemM (OnumMoHarnbsHo)

m BuicokoBonbTHbIN BI1: 88-300B = nnu 85-264B ~

m HuskoBonbTHble Bl Ha AnanasoHsl: 24 B (9-36 B =),
48 B (36-72B =)

m BapunaHTbl NOAKIMIOYEHUS: «NOS BUHT» UMK KNeMMHas Konoaka

m OgobpeH no CSA/UL 60950 anst paboTtel go +85°C

RUGGEDCOM RUGGEDCOM
ISO 14001 ISO 9001
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RuggedSwitch® RSG2200

e e s e 9-TM NOPTOBbLIN NONMHOCTLIO YyNPaBNAeMbI MOAYNbHbIN
FwrabutHbin Ethernet-kommyTaTtop

MoaynbHas KOHCTPYKLUA: RuggedSWitCh® RSGZZOO

» 5 OOCTYMHbIX COTOB
» Mogaynu ¢ oByMSl U OOHVMM MOPTOM
» [o 9 Gigabit Ethernet
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NHTepdencHble mogynu
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Pa3HooOpas3Hble Ethernet MNMopTbl:

» [o 3 Gigabit Ethernet noptos
BapuaHTbl MOHTaxa: » 10/100/1000 TX RJ45 UHaukaums:
» [MaHenb/DIN penka » 1000SX mHOromoaoBsoe » B0O3MOXHO
» 19” cTorka » 1000LX ogHOMOOOBOE pasmMeLLeHmre 1
» KpenneHue Ha » 100FX mHoromogoBoe cnepeau u c3agu.
nepegHen unm » 100FX ogHomMogoBOE
3agHen naHenu » CmeHHble TpaHcusepsbl (SFP 1 GBIC)
» SC un LC coeanHutenmn

BcTpoeHHbIe UICTOYHUKU NUTAHUS: Paboyas Temnepartypa: ABapuiiHas curHanusauums:

» YHuBepcanbHbI BbICOKOBONbTHbIN BIT: » ot -40°C go +85°C » Bbixog Ha cyxue KOHTaKTbl
88-300B noctosiHHOro Toka nnu 85-264B » 6e3 BeHTURATOpPA Form-C
nepemMeHHOro Toka » MakcrmanbHoe HanpshkeHue

» HuskoBonbTHble Bl Ha gnanasoHsbl: 24 B 250 B nepemeHHOro Toka unu
(9-36 B noctosiHHbIV TOK), 48 B (36-72 B 125 B nocTosiHHOro Toka
MOCTOSIHHbIN TOK) » MakcumanbHbI NOCTOSAHHBIN

» [lonHoueHHOe pe3epBupoBaHue 1 Tok 0,175 Anpn 125B unn 2 A
GanaHcMpoBKa Harpysku (ONUMOHarbHO) npu 30 B

» BapuaHTbl NOAKMOYEHUS: «Nog, BUHT» » MakcmanbHbIn NepeMeHHbIN
UNKN KNeMMHas Korogka  J Tok 2 A npn 250 B
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* INDUSTRIAL STRENGTH NETWORKS ™

http://iadt.siemens.ru/ RuggedSwitch® RSG2200




RUGGEDCOM

INDUSTRIAL STRENGTH NETWORKS™

1=
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9-TV NOPTOBBLIN NOJSIHOCTLIO YNpPaBnsieMblI MOAYSIbHbIN

FwrabutHbin Ethernet-kommyTaTtop

PYHKLUMOHaNbHbIE BO3MO>XXHocTu ROS® R«)s

UHdopmaumnoHHasn 6e3onacHocTb

B nHaycTpranbHbIX NPUMNOXEHUSIX, rAe aBToMaTusauns n
TENEeKOMMYHUKaLMN UrPatoT KITHOYEBYIO POSib A5 KPUTUYECKN
Ba)XHbIX MPUIOXEHWIA U FOe BblCOKas HAAEeXHOCTb UMeeT
NnepBOCTENEHHOE 3HAaYEHME, OCTPO CTOUT BOMPOC
KnbepbesonacHoctn. BoamoxHoctn ROS ®, anst 6e3onacHocTy B
NoKarnbHbIX CETAX BKIOYalT B cebs:

m [Maponu — Maponu pasHoro ypoBHsA A0OCTyNa 3awyaT oT
HeCaHKLMOHMPOBAHHOIO N3MEHEHNS KOHUrypauuu.

m  SSH/SSL — [JononHsAT NaponbHyo 3aluTy Wwudpysa naponu
W ynpasneHue npu nepegade yepes ceTb.

m BknioyeHue / BbiknoveHne noptoB — BO3MOXHOCTb
OTKMoYaTh NOPThI, YTOOLI TPadvK HE NPOXOAMUIT

m 802.1Q VLAN — O6ecneumBaeT BO3MOXHOCTb JTOTMYECKN
pasgensatb Tpaduk Mexay rpynnaMmm nopTos

m  OrpaHuyeHue goctyna no MAC agpecy — Bo3moOXHOCTb
HaCTpPOWTbL NOPTbI KOMMYTaTOpPa Tak YTO6bI TOMLKO
onpepeneHHole yctpovictea / MAC-agpeca mornu
nepefasaTtb AaHHbIE Yepes 3ToT NopT

m  OrpaHuyeHue goctyna 802.1x — Bo3aMoXHOCTb HacTponTb
nopTbl KOMMYTaTopa Tak YToObl KMMEHTLI MOrMW NepeaasaTb
AaHHble Yepes3 HUX TONbKO Nocre aBTopm3aumu

m RADIUS — CepBuc aBTopmnsaunm ¢ LLEeHTpann3oBaHHbIM
XpaHeHNeM napornew u Ux 3aWwuTon Npu nepegave

m  SNMPv3 — ynpaBneHve n MOHUTOPUHI C aBTopu3aumen n
3awmTon nepefaBaembix AaHHbx (CBC-DES 56-bit)

m Secure Socket Layer — WEB-uHTepdenc ynpasnexus
ucnonb3ytowmn SSL ¢ wndpoBaHuem gaHHbIX (128-bit kntoy)

m  RSA — o6meH ynpaBneHune Knvamm

m TACACS+ — CepBuc ayTeHTMdMKaLMN aBTOpPU3aLnm C
LeHTPanM3oBaHHbIM XpaHeHWEM Naponen 1 3alunTomn
nepegaBaeMbliX AaHHbIX

m Point to Point (PPP) — nogoepxka ayteHTudpmkaumm CHAP

m SFTP — lNpoTokon 6e3onacHol nepegayn annos ¢ 3amnTon
ceccun npu nomoLn SSH.

dyHKuMK KnbepbesonacHocT ROS® nono6paHbl Tak, YTo6bI
COOTBETCTBOBATb Pa3fIMYHLIM OTpaC/EBbLIM CTaHAAPTaM
6e3onacHocTu, Takum kak: NERC CIP, ISA S99, AGA 12, IEC
62443, 1SO 17799:2005 u PCSRF SPP-ICS.

Enhanced Rapid Spanning Tree Protocol (eRSTP™)
RuggedCom eRSTP ™ nosBonseT co3gaBaTtb
oTkasoycTonumBble ceTu Ethernet konbLeBOM 1 NONHOCBA3HOM
TOMOMOrMK, BKMOYalLLmMe pe3epBHbIe CBA3W, BDEMEHHO
obnokupyemble onsa npegoTespalleHns netens. eRSTP ™
gonyckaeT «anameTp» cetn go 160 kommyTaTopos 1
obecneymBaeT BOCCTaHOBMNEHME MpU OTKase 3a 5 Mc Ha
KoMMyTaTop. Hanpumep, konbLo 13 AecsT! KOMMYTaTOpOB
BOCCTaHOBIEHME Npon3onaéT yepes 50 mc nocne
BO3HUKHOBEHMS HencnpasHOCTeN. B oTnnuumn ot apyrux
npornpueTapHbIX KOMbLEBbIX NPOTOKOSIOB PE3EPBNPOBAHMS,
eRSTP ™ nonHocTtbto coBMecTM ¢ STP n RSTP ans paboTkl ¢
KOMMYyTaTopamu ApYrux Npou3BoauTenen.

MexaHuambl KayectBa cepBuca (IEEE 802.1p)
HekoTopble ceTeBble NPUINOXEHUS], TAKUE KaK ynpaBreHne B
peanbHom BpemeHu unu VolP (ronoc nosepx IP) TpebytoT

http://iadt.siemens.ru/

Rugged Operating
System™

npenckasyemoe Bpems Joctasku kagpos Ethernet. B cniyyae
CUIbHOW 3arpy3ku ceTu BO3HUKaKT 6onblume n
HenpeackasyeMble 3a4epXXku BO BHYTPeHHNX Bydepax un
ovepeasix obcnyMBaeMbIX MO NPUHLMNY NEPBbIA NPULLEN —
nepsbit 06cnyxeH. ROS® nogaepxueaeT "knaccol
obecnyxuBaHua" B cootBeTcTeum ¢ IEEE 802.1p, no3sonsis
TpadhmKy peanbHOro BpEMEHU OTNPaBNsiTLCA B NEPBYHO
odepeb, YMeHbLLAs 3a0EPXKKN U CHXKAS [KUTTEP, YTO HYXKHO
ANs KOPPEKTHOW paboTbl YNOMSAHYTbIX NpunoxeHuin. ROS®
MOXeT KnaccudpuumposaTb no nopty, 802.1p u nonto Tn
cepsuca (TOS). Kondurypupyembin anroputm "Weighted Fair
Queuing" onpegensieT, NOrMky o6CcnyxuBaH1s oyepeaen.

VLAN (IEEE 802.1Q)

BupTyaneHble nokanbHble cetv (VLAN) no3sonsioT
CerMeHTUpoBaTb PU3NYECKYIO CETb HA HECKONbKO OTAEMbHbIX
NIOrMYeCKMX CeTEN C HE3aBUCHMMbIMM LLUMPOKOBELLATENbHbLIMU
JomMeHamn. OTO noBbIWaeT 6€30MacHOCTb, Tak Kak XOCT MeeT
[OCTYN TONBKO K XOCTaM B TOM e BUPTyarnbHON CETU U
Tpaduka 6ypu nsonuposaHsl. ROS® nogaepxvisaet
mMapkupoBaHue kagpoB Ethernet 802.1Q B «TpaHkax».
MoppepxuBatotcs ctatudeckne VLAN 1 xxecTkasa HacTpowika
nopToB, NogaepxmBaeTcs n guHammdeckuin npotokon GVRP.

Link Aggregation (802.3ad)

PyHKLMS arpernpoBaHns coeguHeHn No3BonsaeT cobpatb
Heckonbko Ethernet nopToB B 0A4MH nornyecknii kaHan ¢ 6onee
BbICOKOW NPOMYCKHOW CNOCOBHOCTLI0. TO HeJopOoromn crnocob
€034aHus MarucTpanu Ans noBblLLIEHNs CKOPOCTM ceTu. ITa
cbyHKLwlﬂ Takke nssecTtHa kak “port trunking”, “port bundling”,
“port teaming” n “Ethernet trunk”.

IGMP Snooping

ROS® ncnonbayeTt IGMP Snooping (Internet Group

Management Protocol v1 u v2), ans nHTennekTyansHou

pasgayn unu punbTpaLmmn NOTOKOB rPYNMNOBbIX PACCHINIOK

(ranpumep, MPEG Bugeo). 310 CHMXaeT HarpysKy Ha ceTb U Ha

XOCTbl He NoAnucaBLLnecs Ha pacchinky. ROS® nmeeT oyeHb

MoLLHyto peanusaumio IGMP Snooping, BKoYaroLyro

criegytoLime BO3MOXHOCTU:

m MoxHO BknoyaTb He3aBncnmo B pasHbix VLAN.

m PacnosHaeT v hunbTpyeT BCe rpynnoBble pacchinku
HEe3aBMCUMO OT TOrO, CYLLIECTBYIOT MY NOANMNCHUKM.

m PaboTtaeT 6e3 mapLupyTusaTopa 6narogapst «akTMBHOMY»
pexvmy.

m BoccTaHaBnuBaeT NoTokn Tpadmka cpasy xe nocre
n3meHeHus Tononorun RSTP.

SNMP (Simple Network Management Protocol)

SNMP ctaHgapTHbI METO4 Onpoca YCTPOWCTB pasnuyHbIX
npoussoguTeneit Cuctemamu Ynpaenenus CeTbto. ROS®
nogaepxmsatotca SNMP Bepcum v1, 2¢c n 3. B yactHocTn B
SNMPvV3, obecneunBaeT pyHKUMN BE30MaCHOCTU, Takme Kak
ayTeHTUdMKaLMSA KOHTPOMb A0CTyNa U 3awimTa AaHHbIX C
nomotwbto wngposaHua (CBC-DES ¢ 56-6MTHBIM Kniovom),
KOTOpbIX HET B 6onee paHHUX Bepcusax SNMP. ROS® takke
noaaepvmBaeT MHOro4YMCneHHble ctaHaapTHble 6a3bl MIB
(Management Information Base), nossonstoLyasi nerkyto
UHTerpaumio ¢ nobon cuctemon ynpasneHus cetbio (NMS).

RuggedSwitch® RSG2200 3
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RuggedSwitch® RSG2200

9-TV NOPTOBBLIN NOJSIHOCTLIO YNpPaBnsieMblI MOAYSIbHbIN

FwrabutHbin Ethernet-kommyTaTtop

PYHKLUMOHaNbHbIE BO3MO>XXHocTu ROS® R«)s

SNMP (npopoikeHue)

SNMP peanusoBaHHbIn B ROS® moxeT reHepupoBath «traps»
coobLeHMsa 0 cucTeMHbIx cobbiTnsax. Cuctema ynpasneHus
RuggedNMS ™ ot RuggedCom, cobupaeT atu trap-bl oT
HECKOINbKMX YCTPOMCTB, peanuaysi MOLLHbIN MHCTPYMEHT
anarHoctuku cetel. OHa Takke obecneymBaeT rpadmyeckyto
BM3yanu3aumio CETU 1 NOMHOCTLIO UHTErPUPOBaHa Co BCEMU
npoayktamm RuggedCom.

SNTP (Simple Network Time Protocol)

SNTP aBTOMaTM4ECKN CUHXPOHMU3UPYET BHYTPEHHME Yachkl BCEX
ROS® ycTpoincTs B ceTu. TO BaXKHO MpU YCTPaHEeHUW Henonagok
ONsi KOPPENALUMM COBbITUI MO METKaMU BPEMEHM.

SCADA wu Industrial Automation

ROS ® cogepXuT pyHKLMK, KOTOPbIE NO3BONSIOT
ONTUMN3MPOBATbL NPOU3BOANTENBHOCTb CETU U YNPOCTUTL
ynpasrieHme KOMMYTaTOPOM CreLuanbHO AN NPUNOXEHWUIA
npombIwneHHon asTomatnsayum n cuctem SCADA. Takne
dyHkunn, nogaepxka Modbus TCP ansi cuMTtbiBaHUS: faHHbIX
3TUM pacnpocTpaHéHHbIM npoTokonom n DHCP Option 82,
Heobxoaunmas ons pasgadn |P-agpecoB Ha ocHoBe
pacnonoXeHmst KOHEYHOro YCTPONCTBA B COOTBETCTBUM
TpeboBaHusaAM Rockwell Automation ODVA, obecneunBatoTt
BO3MOXXHOCTU, KOTOPbIX HET B TUNU4HbIX Ethernet kommyTaTopax
"o6Lero HasHa4veHns" unu "odgucHoro knacca".

OrpaHuyeHne goctyna K ceTM Ha KOHKpeTHOM nopTy (802.1x)
ROS® nopgaepxwusaet ctaHgapT IEEE 802.1X, onucbiBatoLuii
MEXaHW3M KOHTPOMsi 4OCTyna K CETU Ha NopTy KOMMyTaTopa,
KOTOpbI 0becnevmBaeT cpeacTBa ayTeHTUdMKaLmMmn 1
aBTOpM3aumn YCTPONCTB, NMOAKIMYAOLMNXCA Yepes 3TOT NopT K
JNIBC.

OrpaHuyeHune CKOpocTh nopTa

ROS ® MoxeT ynpaBnsTb OrpaHUYeHNeM HanpaBneHHOro 1
rpynnosoro (unicast u multicast) Tpacdwmka Ha nopTy. 310
HeobXxoaMMo onepaTtopam Mpu ynpasneHun LIeHHOW Nonocon
npomnyckaHus ceTn. To NoBbllaeT 6€30MacHOCTb Ha YpOBHE
[OCTyna npuv atakax Tmna oTtka3 B obcnyxmsaHum (DoS-artakm).

dunbTpaums WNpokoBellaTeNbHbIX LITOPMOB
LLnpokoBeLyaTenbHbIe LUITOPMbI CEHOT Xaoc B CETU U MOTYT
NMPUBECTU K OTKa3y OKOHEYHbIX YCTPONCTB. TO MOXET UMETH
kaTtacTpoduyeckme NOCNeACTBUS B CETU C KPUTUYECKN BaXKHbBIM
obopynoBaHueM. ROS ® orpaHnyvBaeT 310 nyTem unbTpaumm
LUMpOKOBELLATENbHbIX KAAPOB CBbILLE 3a4aHHOrO Nosib3oBaTenemM
nopora).

O6paboTka o6pbiBa CBA3UN

HekoTopble nHTENnekTyanbHbIe 3neKTPoHHble ycTponcTaa (IED)
UMeIoT ABOViHblE BONTIOKOHHO-OMTUYECKNE NOPThI C
aBTOMaTM4YECKMM NepexoaoM Ha pe3epBHbI Npu oTkase
nepeuyHoro. ROS ® oGecneunBaeT HagexHyo paboTy aToro
MeXaHM3M Npu MbbIX CLEeHapusaXx 0TKasoB Npy HEOBX0AMMOCTU
oTKntouasi nasep Ha cBoi ctopoHe. ROS ® Takke ounwaeTt
Tabnuyy MAC-agpecoB Ans yCKOPEHUS BOCCTAHOBITEHNSI CBA3MN
nocrne o6pbiBa.

http://iadt.siemens.ru/
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3epkanuposaHue NopToB
KommyTtaTtop ¢ ROS ® MoxeT GbITb HACTPOEH Tak, YTOGLI
AybnuposaTtb BeCb Tpaduk C OQHOrO NopTa Ha Apyroun
«3epKarnbHblin». B kombruHaLum ¢ ceTeBbiM aHann3aTopom 370
MOXET O4YEeHb NOMOYb MPU NONCKE HENCNPaBHOCTEN.

KoHdmrypaumsa noptoB n ux cratyc

ROS® no3BonAT ecTko HacTpanBaTb Ha NopTax CKOPOCTb,
Oynrnekc, ynpasrneHne noTokom 1 T.n. 3To no3sonseTt paboTtatb
npuv NOAKIMOYEHUN YCTPOUCTBAM He NOAAEPXKMUBAOLLNM
aBToonpeaeneHne U UMeLLMM HeCTaHAapTHbIE HACTPOWKN.
Moppo6Hasi nHpopmaLms No COCTOSHUIO NMOPTOB BMECTE C
oTnpaeko aBapuitHbix SNMP trap-oB cuMnbHO NomMoraeT npu
NoucKke HEMCNPaBHOCTEMN.

CtatMctukKa M AUCTaHLMOHHBLIA MOHMTOPUHT nopta (RMON)
ROS® naét noctosaHHoe cb6op CTaTUCTUKK Ha nopTax,
BKITHOYAIOLLYHO MOCTOSIHHO OOHOBIISIEMbIE CHETUYUKM BXOASLLUX U
ncxoasiLLMxX nakeToB M GanToB, a Takke NoapobHble AaHHble 06
owmnbkax. Takke obecneveHa nonHasa nogaepxxka RMON
CTaTUCTUKK, UCTOPUK, TPEBOT U rpynn cobbiTuin. RMON
peannsyeT OYeHb XUTPOYMHbIN aHann3 BbisIBNIEHWE CTPYKTYP
Tpaduka.

TpeBorn n aBapuiHbie CoOobLeHus

ROS @ sanucbiBaeT BCe BaxHble COBLITUSA B CUCTEMHbIN XXypHarn
B 9HEProHe3aBMCMMON NamsATH, NO3BONSAsS paccrnefoBaTtb
NPUYMHBI 0TKa30B. B YacTHOCTM K Takum cobbITUSIM OTHOCSITCS
nageHue N NogHATUE COeaNHEHUN, HECAHKLMOHNPOBAHHbIV
[0CTyn, 06HapY>XeHUs LUMPOKOBeLLaTeNbHbIX LUITOPMOB U
camoamarHocTuka. TpeBory coodLatT 0 NOCNeaHNX COObITUSIX,
agMUHMCTPATOPOM JOMKEH NoATBEPAUTL X nonyyeHue. Cyxue
KOHTaKTbl aBapUAHON CUrHaNu3aumm nepeknoyarTcs npu
KPUTUYECKUX COOBITUSIX, YTO MO3BOJISIET pearMpoBaTtb Ha HUX
BHELLHEMY KOHTPOIepy.

WEB u TeKCTOBbIM Nonb3oBaTeNnbCkue UHTepcencobl

ROS ® obecneyvBaeT NPoCTOn U MHTYUTUBHO MOHSTHBIN
Nnonb30BaTENbCKUN NHTEPGENC ANA HACTPOMKU U MOHUTOPUHIa
yepe3 WEB-6paysep unu yepes koHconb 1 Telnet. Mo Bcem
napameTpam ecTb NoApPOOHbIE OH-NAlH NoACKa3kW, YTo AenaeT
HacTpouTb nérkoin. ROS ® nmeeT eauHbIN BUA M NpoLecc
HacTpoliku ans Bcex yctponcte RuggedCom, no3sonsis nerko
nepexoanTb Ha HOBblE MPOAYKTHI.

KoHdurypaums B TekctoBom chanine

Bce HacTpoeHHble mapameTpbl XpaHATCS B KOHUrypauum B
BMAE NPOCTOro TEKCTOBOro doanna, KOTopbI MOXET ObITb NIErko
nepenaH npu nomowm TFTP unm Xmodem. ®ann
KOHpurypauum moxeT ObITb COXpaHEH B pe3epBHOM KONUK 1nu
0TpeAaKkTMpoBaH CTaHAAPTHLIM TEKCTOBLIM pedaKkTopoMm. Takomn
charin moeT BbITb BHOBb 3aKkayeH Ha KoMMyTaTop Ans
N3MEHEHUsI NN BOCCTaHOBINEHUSI KOHpUrypaumu.

KomaHnpHo-cTpouHbIn nHutepdeinc (CLI)

MHTepdenc KomaHaHOM CTPOKU MOXET ObITb UCMONBb30BaH B
coyeTaHuu ¢ remote shell ans aBTomaTtusaumm ynpasneHus,
06HOBNEHUSA KOHPUIypaLum n 0BGHOBINEHWSA BCTPOEHHOTO
nporpammMHoro obecneyenusi. MowwHbIn SQL-Noao6HbIN A3bIK
NO3BONIAET OMNbITHLIM MOMb30BaTENAM BbIOOPOYHO N3BMNEKATH
U1 MaHMNynMpoBaTh NObLIMU NapameTpaMy Ha YCTPOUCTBE.
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YCcTOMUYMBOCTb K BO3AEeMCTBUIO BHelWwHuX cpakropos u MU

FOCT P M3K 61850-3 «CeTn 1 cucteMbl CBA3M Ha NoAcTaHLUUAX.»

Tect Onwvcaxve [MapameTpbl TecTa CTeneHb XeCTKOCTU
MO3K 61000-4-2 YCTONUMBOCTb K KOHTaKTHbIN paspsia +/- 8 kKB 4
(FOCT P 51317.4.2) AneKTpoCcTaTUYeCcKUM paspsigam BO3AYLWIHbIV paspsa +/- 15 kB 4
M3K 61000-4-3 (FTOCT P 51317.4.3)| YCTOMYMBOCTb K p-4. 3-M. MOS0 HaNPsPKEHHOCTL MO 20 B/m xéctye 3
nopT CUrHanos +/- 4 kB npn 2,5 kl'y X (kéctue 4)
MOK 61000-4-4 YCTONYNBOCTb K HAHOCEKYHAHbBIM MOPT NUTaHNA MOCT. Toka +-4¥B 4
(FTOCT P 51317.4.4) MMnynbcHeIM nomexam (HAM) MOPT NWTaHMs Nepem. Toka | +/- 4 kB 4
nopT 3a3emneHus +/- 4 kB 4
0 NnopT CUrHanoB +/- 4 kB nuHusa-zemna +/- 2 kB nuHWs-nuHns 4
MOK 61000-45 anymLoH nowexa GomLon ; 246 V11 3
(FOCT P 51317.4.5) Y. nopT NUTaHWS MOCT. Toka - 2 kB nuHus-3emna +/- 1 kB nuHus-nuHus
SHeprn NOPT MWTAHWS NepeM. Toka | +/- 4 KB nuHus-3emnsi +/- 2 kB NUHWS-NUHUS 4
nopT CUrHanos 10B 3
YCTONYMBOCTb K KOHOYKTUBHBIM
M3K 61000-4-6 nomexam, HaBedeHHbIM NOpT NUTaHKA NOCT. TOKa 10B 3
(FOCT P 51317.4.6) paamo4acToTHBIMU MOPT NWTaHus nepem. Toka |10 B 3
3MEeKTPOMarHUTHBLIMU MOMSIMU
nopT 3a3emneHus 10B 3
" 40 A/M HenpepbIBHO
M3K 61000-4-8 (FOCT P 50648) YCTORMMBOCTS K MarHuTHOMy 3awwwTa nopTos £SP
Moo NPOMbILLIIEHHON YacTOTbl 1000 A/m B TeyeHun 1 ¢ 5
MopT NUTaHUS MOCT. TOKa 30% npu 0.1 ¢, 60% npu 0.1 ¢, 100% npu 0.05¢
M3K 61000-4-29 YCTONYMBOCTb K NpoBanam, d ° P ° P ° P
(FOCT P 51317.4.29) KOPOTKUM MpepbIBAHUAM U nopT nutaHus nepem. Toka |30% 3a 1 nepuoa, 60% 3a 50 nepnogos
VN3MEHEHUAM HanpshkeHust
M3K 61000-4-11 nopt nutaHusi nepem. Toka |100% 3a 5 nepuogos, 100% 3a 50 nepuonos
nopT curHanos 2.5 kB obwwmin, 1 kB andp. Bkn. npn 1 My 3
M3K 61000-4-12 YCTO4MBOCTb K KOneGaTenbHeIM MOPT MUTAHWUS MOCT. TOKa 2.5 kB o6wwuin, 1 kB and. Bkn. npu 1 Mr 3
(FOCT P 51317.4.12) 3aTyxaloLym nomMexam p - - L, AVD. 1P 4
nopT nutaHusi nepem. Toka |2.5 kB obwwn, 1 kB gudd. Bkn. npu 1 My 3
M3K 61000-4-16 YCTONUMBOCTb K KOHAYKTUBHBIM nynbc. Hanp. NuT. nocT. Toka |30 B HenpepbiBHo, 300 B npn 1 ¢ 4
(TOCT P 51317.4.16) nomexam B nosnoce 0 -150 k'y nopT nuTaHms noct. Toka |30 B HenpepsiaHo, 300 B npu 1 ¢ 4
MO3K 61000-4-17 nynbC. Hanp. NUT. NOCT. TOKa nopT MUTaHWsA NOCT. TOKa 10% 3
nopT CUrHanoB 2 KB (KOHTaKTbl aBapuMHOW CUrHanu3aumm)
TecTvpoBaHve u3onsumm nopT nuTaHusi noct. Toka | 1.5 kB nocTosiHHOro Toka
M3K 60255-5
NopT NuTaHus nepem. Toka |2 kB nepemeHHoro Toka
McnbiTaHnsa u3onaumm anekTpu4ecknx —
pene NopT CUrHanoB 5 KB (KOHTaKTbl aBapuUWHON cUrHanvaaumm)
MmnynbcHoe nepeHanpshkeHne nopT nuTaHus noct. Toka |5 kB
nopT nutaHus nepem. Toka |5 kB
IEEE 1613 (C37.90.X) TeCcTbl Ha YCTOMYMBOCTb K 3JIEKTPOMarHMTHbIM nomMmexam!
Tect Onucaxve MapameTpbl TecTa
IEEE C37.90.3 YCTOMYMBOCTb K KOHTalﬁHbllfl paspsa +-2 kB, +/- 4 kB, +/- 8 kB
AneKTpocTaTUYEeCKUM paspsgam BO3AYLUHbIV pa3psg +/- 4 kB, +/- 8 kB, +/- 15 kB
IEEE C37.90.2 YCTONYMBOCTb K p-4. 3-M. MOS0 HanNPsHKEHHOCTb MoNst 35 B/m
nopT CUrHanoB +/- 4 kB npn 2,5 kl'y
" nopT NUTaHWSA NOCT. TOKa +/- 4 kB
|EEE C37.90.1 YCTOMYMBOCTb K HAHOCEKYHAHBIM p
UMMynbCHbIM nomexam (HAM) NopT MUTaHMs nepem. Toka |+/- 4 kB
nopT 3a3emneHuns +/- 4 kB
; NnopT CUrHanoB 2.5 kB o6wwn, npu 1 MI'y
IEEE C37.90.1 YCTORUMBOCTL K KONeGaTenbHbiM MOPT MUTAHWUS MOCT. TOKa 2.5 kB obwwui, 1 kB and. Bkn. npu 1 My
3aTyxaloLWwmmM nomexam "
nopT nuTaHus nepem. Toka |2.5 kB obwmia, 1 kB gud. Bkn. npm 1 My,
NnopT CUrHanoB 5 kB (Cyxue KOHTaKTbl aBapuiHOW CUrHanu3awumm)
IEEE C37.90 MmMnynbcHoe nepeHanpskeHve NnopT MUTaHWsA NMOCT. TOKa 5 kB
nopT nNuTaHusi nepem. Toka |5 kB
nopT cUrHanos 2 kB nepemMeHHOro Toka (Cyxue KOHTaKTbl aBapUMHON CUTHaNU3aLmm)
IEEE C37.90 TecTupoBaHue nsonaumm NopT MUTaHWSA NOCT. TOKa 1.5 kB NOCTOSHHOrO TOKa
nopT NUTaHus nepem. Toka |2 kB nepemeHHoro Toka
YcTOM4YMBOCTL K BO3AENCTBUIO BHELUHMX (DaKTOpOB
Tect Onuvcaxve [NapameTpbl TecTa CTeneHb XeCTKOCTU
[OCT P M3K 60068-2-1-2009 Mcnbitanne A: Xonog WcnbiTanne Ad -40°C; 16 v;
FOCT P M3K 60068-2-2-2009 UcnbiTanue B: Cyxoe Tenno Wcnbitanue Bd +85°C; 16 y;
95% (6 +55°C, 6
FOCT P M3K 60068-2-30-2009 WcnbiTanne D: BnaxHoe Tenno WcnbitaHne Db 6 (6es KOHE‘::;::MM)
M3K 60255-21-1 McnbiTanus Ha Bubpauuio McnbiTanve Fc 2g npu yactotax 10-150 Ny Knacc 22
M3K 60255-21-2 McnbiTaHus Ha yaap v Tonyku WcnbiTanve Ea 30g B TeyeHun 11 mc Knacc 22

1CootBeTcTByeT TpeGoBaHusM Ans Class 2 ans ontuieckux noptos u Class 1 Ans MeAHbIX NOPTOB.
2Knacc 2 oTHOCUTCS K "06GOpYA0BaHMI0 PeneiHol 3aluuThbl U aBTOMATUKM, ANst KOTOPLIX TPeBYeTCs O4YeHb BBICOKUIA 3aNac Haf@KHOCTY NN FAe UMEETCS OYeHb BbICOKME YPOBHU BUGPALIMM, HanpUMep, Ha GOpTy cyaHa U ANs TsHKeMbIX YCIOBU

TpaHCNOpPTUPOBKK "

http://iadt.siemens.ru/
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TexHuYecKne XapakTepmucTukKm

AnekTponutaHue

MoTpebnsiemasn MowHoCTb: 28 BT Makcumym

BN 24 B : 10-36 B, 1,2 A nocT. Toka

BlM148 B : 36—-72 B, 0,6 A nocT. ToKa

BIM npom. ceTtn: 88—-300 B noct. unu 85-264 B nepem. Toka

Pene aBapuiHOM cUrHanusauum

Bbixoq Ha cyxue koHTakTel Form-C

Makc. HanpsikeHue 250 B nepem. Toka nnm 125 B nocT. Toka
Makc. nocTosHHbIN TOK 0,15 A npn 125 B unn 2 A npn 30 B
Makc. nepemeHHbI Tok 2 A npu 250 B

Pusnyeckne xapakTepmcTmku

BesonacHocTb: cCSAus (B cootBeTcTBUM ¢ CSA C22.2 Ne
60950, UL 60950, EN60950)

OnacHocTb nasepHoro usnyyexus ans spequsa (FDA /
CDRH): B cooTtBeTctBUM ¢ 21 CFR Maga 1, nogpasaen J.

FapaHTusa

m 5 net — B oTHOWeHUN AedeKToB NpoayKTa CBA3aHHbIX C
pa3paboTKoN U NPON3BOACTBOM.

YCcTOM4YMBOCTb K BO3A4eMCTBUIO BHEWHUX ¢hakTtopoB 1 AMU

m |EC 61000-6-2 npombIneHHOCTb (0bLwero HagHavyeHus)

m |EC 61800-3 npombILLNEHHOCTb (MpUBOAbLI C perynnpyemMoi

CKOpOCTbIO)

IEC 61850-3 GnekTpuyeckue noactaHUum

IEEE 1613 QnekTpuyeckme noactaHuum

NEMA TS 2 YnpaBneHue JOPOXHbLIM ABUXKEHUEM

EN 50121-4 (KenesHasa gopora)

EN 50155 (>)KenesHasi gopora — o6opynoBaHue ansi

NoABMKHOro CocTaBa)

RFC2284-EAP
RFC2475-Differentiated Services
RFC2865-RADIUS
RFC3414-SNMPv3-USM

m  Bebicota: 44,2 mm/ 1,74 "(1U) CooTBeTcTBMe cTaHOaapTam IEEE
m  LnpuHa: 464,8 mm / 18.3 "(noaxogmnT ans 19" cTomnkm) m 802.3-10BaseT
m [nybuHa: 315 mMm /124" m 802.3u-100BaseTX, 100BaseFX
m Bec:5,2«kr/ 11,5 pyHTa m 802.3x-Flow Control
m  CreneHb 3awuTbl: IP40 (1 MM 06beKTbI) m  802.3z-1000BaselLX
m Kopnyc: ounHKoBaHHas cTanb TonwmHoit 1,3 Mm (18 AWG) m  802.3ab-1000BaseTX
m  MonTax: 19 " cToiiky, DIN peiiky unu Ha naHernb m  802.3ad-Link Aggregation
m 802.1D-MAC Bridges
CEo m 802.1D-Spanning Tree Protocol
BOMCTBa KOMMyTaTopa )
m MeToq kommyTauum: Store & Forward m 802.1p-Class of Service
. m 802.1Q-VLAN Tagging
m  3apepxka: 7 HC . .
m 802.1w-Rapid Spanning Tree Protocol
m [IpounssogutensHocTb: 9.2 [6ut/c
KonuiecTso xpaHumbix MAC afpecos: 8192 m 802.1X-Port Based Network Access Control
: O6béM namsT MAC aapecos: 64 Koaiir m  802.1Q-2005 (formerly 802.1s) MSTPnoaBuxHOro coctasa)
= Kon-Bo ouepepeit: 4 CooTBeTcTBME pekomeHaaumam IETF RFC
m Pa3amep Gydep: 2 M6uT = RFC768-UDP
m  Kon-Bo VLAN: 255 (ogHOBpeMeHHO) m RFC783-TFTP
m [vanasoHe VLAN ID ot 1 fo 4094 = RFC791-IP
m Kon-so IGMP rpynn: 256 = RFC792-ICMP
m  OrpaHuyeHne CKopocTy nopTa m RFC793-TCP
m RFC826-ARP
m He Grnokupyemas apxutektypa s RECS854-Telnet
m RFC894-IP over Ethernet
Ceptndmkaummn m RFC1112-IGMP v1
m ISO: PaspaGoTaH 1 n3roTosreH B cooTeeTcTBuu nporpammori m  RFC1519-CIDR
cepTudukaumm kavectsa 1SO9001:2000 m RFC1541-DHCP (client)
m  Mapkuposka CE m RFC2030-SNTP
m  Manyyenwue: FCC Part 15 (knacc A), EN55022 (CISPR22 m RFC2068-HTTP
Knacc A) m RFC2236-IGMP v2
]
]
]
u
u

BapbiBoonacHble 3oHbI: Knace 1 Pasgen 2
(MckpobesonacHoCTb)

YnpaBneHue ceTbio

http://iadt.siemens.ru/

HTTP rpacunyeckuin Be6-uHTepdenc, SSL (128-6utHoe
LwmndpposaHme)

SNMP v1, v2c, v3 (56-6uTHOE WndpoBaHue)

Telnet, VT100, SSH / SFTP (128-6utHoe wndposaHme)
WHTepdenc komaHgHow ctpokn (CLI)

YnpaeneHue kntovamu RSA (anuHa kntoda 1024 6uT)
Authentication n Accounting - TACACS+ (c wudpaumen),
RADIUS, PPP

RFC3415-SNMPv3-VACM

MopaepxuBaemble [IETF SNMP MIB-bI
RFC1493-BRIDGE-MIB
RFC1907-SNMPv2-MIB
RFC2012-TCP-MIB

RFC2013-UDP-MIB
RFC2578-SNMPv2-SMI
RFC2579-SNMPv2-TC
RFC2819-RMON-MIB

RFC2863-IF-MIB
Draft-ietf-bridge-rstpmib-03-BRIDGE-MIB
Draft-ietf-bridge-bridgemib-smiv2-03-RSTP-MIB
IANAIifType-MIB
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OO0 CumeHc
115184, Poccus,
Mockea, yn. Bonbwas Tatapckas . 9

Ten.: +7 (495) 737-2150
®dakc: +7(495) 737-2483
Email: ruggedcom.ru@siemens.com

TexHu4ecKkasi nogaepxka:

Ten.: +7 (495) 737 1737 wnu +7 (800) 200 1737
dakc: +7 (495) 737 2483

E-mail: iadt.ru@siemens.com
http://support.automation.siemens.com/

[nsi nony4eHnss JONONHUTENBHON MHpOPMALIMM O HALIMX NPOAYKTaX U
ycnyrax, noxanymcra, noceTute Halw Beb-canT no agpecy:
http://www.iadt.siemens.ru/products/automation/
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